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 Risk Communication through Risk Assessment

 Risk Level Based Management System (RLBMS)

 Developing and Applying RLBMS

 Risk Assessment & Control Database

 Banding Environment, Health, and Safety (EHS)

 Banding Environmental & Occupational Risk Management (E&ORM)

 Lessons Learned 

 Future Vision
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The Stoplight Effect – What do you do at a red?
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The Stoplight Effect – What do you do at a green?

STOP!
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STOP!

Easy worker system is green & red – is it practical?

X
GO!
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STOP!

The Stoplight Effect – What do you do at a yellow?

GO!
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STOP!

The Stoplight Effect – What do you do at a yellow?

GO!

• Stop every time?
• Go every time?
• Assess traffic, then decide?
• Speed limit vs. your speed?
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STOP!

The Stoplight Effect – What do you do at a yellow?

GO!

• Stop every time?
• Go every time?
• Assess traffic, then decide?
• Speed limit vs. your speed?

… or CHECK FOR 
POLICE?
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“Banding” splits ‘yellow’ into two risk levels (RLs)
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 Mission
• Basic Science
• Biosecurity
• Counterterrorism
• Defense
• Energy

 Research
• Computation
• Engineering
• Physical and Life Sciences
• Global Security
• Lasers
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RL 3 RL 3

RL 3

RL 3

RL 2 RL 2

RL 4 RL 4

RL 4

RL 2

RL 2RL 1 RL 1

RL 1 RL 1 RL 1

Very High (serious 
injury or illness)

High
(lost work time)

Medium
(recordable)

Low
(up to first aid)

S
E
V
E
R
I
T
Y

PROBABILITY

RL1: OK. Employees perform work under bi-annual application or approval. 
No oversight by Occupational Health & Safety (H&S) disciplines necessary.

RL2: Log. Established tasks with approved controls, recorded by supervisor.  Periodic 
review of tasks, procedures, and controls by H&S disciplines.

RL3: Permit. H&S Team/supervisor review of hazard & controls (1 page).  Supervisor 
and cognizant H&S disciplines need to formally concur.

RL4: Controlling Document. A thorough review of hazards & controls with the H&S 
Team, workers, and supervisors is performed and documented.

Extremely
Unlikely

Less Likely Likely Probable
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RL4

RL3

RL2

RL1

Ideal ES&H Model

RL4

RL3

RL2

RL1

Typical ES&H oversight

RL4

RL3

RL2

RL1

RL breakdown

10%

15%

25%

50%
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R & D
(IWS)

S
T
A
N
D
A
R
D

T
A
S
K
S

}25%

}75%

RL1

RL2

RL3

RL4

OK

Supervisor
Log

Permit

Doc’t
Contact

ES&H Team

Skill of the      
Craft

• Benefits to RLBMS
* Cost-Efficient * Calibration   * Auditable 
* Participatory   * Simplified    * Standards
* Establishes Risk-to-Task

Controls

CLEAR
RISK

BASIS
FOR 

WORKERS
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Once the RL is known…
… Risk Communication flows

• What level of hazards are present
• What controls are required
• What PPE is necessary
• What level of ‘sign-off’ is expected
• What documentation is necessary
• What level of training is required
• Whether medical surveillance is necessary
• What level of assistance is necessary
• Do I need advice from an expert
• SHOULD I PICK UP A PHONE AND ASK
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Batching tasks by similar 
exposures / controls

RL4

RL3

RL2

RL1

10%

15%

25%

50%

Example for Beryllium

Hazard Example Tasks Controls
Reasonable 
likelihood of 
airborne

CFF Chamber Entry; 
Large-scale D&D

RBWA; 
Tyveks; 
Respirator; Be 
Workers; 

Dermal, possibility 
of limited airborne 

Mechanical testing; 
Sputtering; Large 
assemblies

BWA: 
Respirator; Be 
Workers

Dermal exposure 
only

Handling small parts 
(targets); Work with 
foils

Local posting / 
labeling; 
Gloves; Be 
Awareness

No exposure 
potential

Instrument with 
embedded Be 
window

Do not access 
components.

Once the RL is known…
… Risk Communication flows
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Potential RL3
• RL2 if: 
+ In  Place
+ Identified
+ Assessed 

ALL ITEMS
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What makes an 
Negative 
Exposure 

Assessment?

• Quantitative Validation!
• How many samples?
• How often do we re-sample?
• How broad is the task scope?
• How narrow is the task scope?
• How detailed are the captured 

parameters?
• Other considerations?

Key component 
for RL3          RL2
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10 CFR 835 BMBL

10 CFR 850 BAAQMD

10 CFR 851 CA Health & Safety

29 CFR 1910 CA Labor Code

29 CFR 1926 CA Water Code

ACGIH Ventilation Manual DOE Orders

ACGIH TLVs 2005 DOE Guidelines

ACGIH TLVs & BEIs 2008 Executive Orders

ANSI IEEE

ASME ISO 14001:2004

BS OHSAS 18001:2007 ISO 9001:2008

Contract Management (External) – Selected from 1262 entries 

Contractor Assurance (Internal) – Adds Policies & Processes
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 DOE-STD-6005-2001
• Section 5.1 “…Baselines must be updated periodically with 

the frequency of updates being determined by risk and 
variability of operations…”

• Section 5.3 “…The frequency that evaluations are updated 
should be proportional to the risk presented by the 
hazard(s), the variability of the operation, the operation 
frequency, and the type and dependability of the controls
limiting exposures…”

 10 CFR 851
• Sub-Section 851.24 (6)(a) Industrial Hygiene: {Contractors 

must implement…} Initial or baseline surveys and 
periodic resurveys and/or exposure monitoring as 
appropriate of all work areas or operations to identify and 
evaluate potential worker health risks;
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FIRST Step is to
Develop a Procedure:
1. Hazard ID
2. Hazard Assessment
3. Risk Assessment
4. Control Application

SECOND Step is to
Develop Tool/Database:
1. Outline database 

processes to match 
procedure 

NOT the other way around!
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Development
 Define Risk Levels

 Include example tasks

 Define controls per RL

 Define follow up requirements

1. Assessment & control language written for 
the worker

2. Field ESH personnel concurrence on content

The “Source” of Truth
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> 36 Hazard Source Documents for IH
1,3-Butadiene Biological (BSL) Hydrofluoric Acid NOL-Liquid/Mist/Vapor

1-DB-3-CP Bloodborne Pathogens Lead NOL-Solid/Dust/Fiber

13 Carcinogens Cadmium Magnetic Fields Peroxidizables
Acrylonitrile Chromium +6 Mercury Refrigerants
Arsenic Cryogen Metal Fume RF/Microwave
Asbestos Ethylene Oxide Methylene Chloride Rodent Droppings
Benzene Formaldehyde Methylenedianiline Silica
Beryllium Gas Nanomaterials Valley Fever
Biological (ABSL) Heat Stress (x2) Noise Vinyl Chloride

List developed by identifying OSHA regulated materials and LLNL 
specific policy. NOL-Liquid/Mist/Vapor & NOL-Solid/Dust/Fiber hazards 
are a catch-all for chemicals “Not Otherwise Listed” below.
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Everything starts with
the risk assessment:

1. Start with scope of work
2. Identify tasks
3. Identify hazards

FUNDAMENTAL IH!
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The IH Control Panel:

1. ID Location

2. ID Task (define them!)

3. ID Hazard 

4. ID Risk Level via example
tasks or built-in algorithms

What appears is the standard
hazard assessment language,
minimum controls and 
required follow up actions 
(surveillance requirements)
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Risk Levels for Particular Hazards Determined by:

1. The definition of the hazard’s risk levels

2. Example tasks by risk level

3. Built-in algorithms:
— CB NanoTool
— Chemical Use Tool
— Oxygen Deficiency Tool
— Toxic Gas Tool
— Welding Tool
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The CB NanoTool:

• Developed with
Sam Paik

• Used world-wide

Select items from dropdown
lists in yellow highlighted 
fields to determine probability
and severity.

Click the Assign Risk Level
button to automatically 
generate the RL along with 
minimum hazard assessment
language, controls and follow
up actions.
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ChemTool
 Based on EMKG Risk Assessment Tool, Federal Institute 

for Occupational Safety & Health, Germany (BAuA)

 For NOL – Solid/Dust/Fiber or NOL – Liquid/Mist/Vapor
• Define Hazard Group, Dispersion Potential and Quantity to obtain RL
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Peroxide Formers
 LLNL Institutional 

guidance for peroxide 
forming chemicals
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Eye & Face Protection
 ANSI Z87.1-2010 

compliant

 Considerations for what 
type of eye/face protection 
to prescribe based on 
splash potential

 Includes requirements for 
when respirators are worn 
too
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IH Tools
 Quick method to 

calculate rationale for 
selection of risk levels

 Conversions

 Calculations
• LCL & UCL
• OELs for Extended Shifts
• Add SPLs
• Noise Hazard Zones 
• Percent Dose
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Statistics
 Calculate 

LCL and 
UCL for 
single data 
points using 
Sampling & 
Analytical 
Errors (SAE)
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Individual RA 
Report
 Generates PDF 

with standard 
naming 
convention

 Works with 
email software 
to automatically 
attach to 
outgoing 
message
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Quality and Consistency
Check with the
Assessment Viewer:

• Sort according to user
defined variables (e.g., task,
hazard, RL, IH, location, etc.)

• Allows an IH to view similar
risk assessments made by 
other IHs for the same task
and hazard

VERY POWERFUL! 
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Quantitative Follow up Actions as a Result of the 
Risk Assessment (Typically Begins at RL3):

Could include any one or a combination of the following:
1. Respirator Permit (HAC)

2. Voluntary Use of Filtering Facepieces

3. Asbestos Work Permit

4. Lead Work Permit

5. Sampling Plan for Air (personal or area)

6. Sampling Plan for Surface (swipe, wipe, bulk)

7. Inclusion of a particular periodic surveillance requirement (IH DAP)

8. Analytical Lab RUSH Analysis Form

LLNL-PRES-669839
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Hazard Assessment &
Control (HAC) Form:

• Lists all applicable hazards
associated with the TASK
along with their minimum
respirator requirements.

• IH selects the required type
and configuration based on 
all the hazards involved in 
the task. 
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Asbestos Work Permit
(AWP)

•LLNL policy for asbestos-
related tasks that are not 
covered by a Negative 
Exposure Assessment (NEA)
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Analytical Laboratory 
Sample RUSH Request 
Form:

• Used for our on-site IH 
Analytical Lab

• IH completes and 
submits form to lab if a 
RUSH analysis is 
needed
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Facility Overview
 Condition

 Operational Status

 Security Level

 Hazard Classification

 Predominant Use

 Age

 Resident population

 Historical Summary

Facility #

BLOCKED

BLOCKED

BLOCKED

BLOCKED
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Facility Overview  Construction Type & # of units

 Square footage distribution

BLOCKED

Facility #

BLOCKED BLOCKED

BLOCKED
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Hazards by Room

 Aids in 
identifying 
location specific 
controls for RA
• Room
• Hazards
• Description

Facility #
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Similar 
Exposure 
Groups
 Lists SEGs 

in facility
• Task +
• Hazard +
• Risk Level

 Lists Activity 
Title for 
each SEG

BLOCKED

BLOCKED

BLOCKED

Facility #

BLOCKED
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> 2000 
Reports
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SEGs:

•Defined by TASK –
HAZARD – RISK LEVEL

LLNL-PRES-669839



Lawrence Livermore National Laboratory ES&H-2013-131
57

LLNL-PRES-669839



Lawrence Livermore National Laboratory ES&H-2013-131
58

 Facility Baselines 
Effort Alone

 Reduced work by ~ 
2 re-surveys per IH 
per year.

 Saves ~ $250K

 Benefits clients

 Benefits us

LLNL-PRES-669839
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 EHS Ready – Approved for OHSAS 18001, ISO 14001 & ISO 9001

 RL Approach in Industrial Safety – 12 Source documents in RAC
• Electrical Safety •  Fall Protection • Cranes & Rigging
• Laser Safety •  Ladders • Cryogens
• Liquid Nitrogen •  Fall Protection • Pressure Safety
• Barriers •  Ergonomics • Industrial Trucks

 Expanding the RL Approach into Health Physics
• Regulations in RL Format and to be Finalized in 3 Source Documents

 Expanding the RL Approach into Explosives Safety
• Fits Well into RL Format and Avoids Classic RL4 Default Approach

 Expanding the RL Approach for Environmental Analysts
• Culture Shift, but RL Process Already in Development
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Lawrence Livermore National Laboratory ES&H-2013-131
60

 Probability Levels (P1 – 4)
• P1 – Extremely Unlikely
• P2 – Less Likely
• P3 – Likely 
• P4 – Probable 

LLNL-PRES-669839
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Severity Component

Long-Term Effect
-Reportable

Short-Term Effect
-Reportable

Short-Term Effect
-Non-reportable

Minimal Effect

Pr
ob

ab
ili

ty
Le

ve
l Quantity Location Hazardous Characteristics

<RQ ≥RQ Controlled
Inadequate & 
Uncontrolled

Regulated 
Material/ 
Waste

Environ. 
Permit

EMP 
Goal

P1 ✓ ✓ ✓
P1 ✓ ✓ ✓
P2 ✓ ✓ ✓
P2 ✓ ✓ ✓
P2 ✓ ✓ ✓
P2 ✓ ✓ ✓
P3 ✓ ✓ ✓
P3 ✓ ✓ ✓
P3 ✓ ✓ ✓
P3 ✓ ✓ ✓
P4 ✓ ✓ ✓
P4 ✓ ✓ ✓

Probability Component of Environmental Contamination; 3 Factors
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PROBABILITY
SE

V
E

R
IT

Y

(C
O

N
SE

Q
U

E
N

C
E

  T
O

 T
H

E
 

E
N

V
IR

O
N

M
E

N
T

)
Extremely 
Unlikely

(P1) 
Less 

Likely (P2)
Likely 
(P3)

Extremely 
Likely
(P4)

Long-term damage (reportable)
RL3 RL3 RL4 RL4

Short-term damage (reportable)
RL2 RL2 RL3 RL4

Short-term damage (non-reportable)
RL1 RL1 RL2 RL3

Minimal damage / Nuisance/   
Not immediately reportable event

RL1 RL1 RL1 RL2

Control Outcomes:
RL1; Administrative controls only.
RL2; Basic Engineering and Administrative controls.
RL3; Requires EA involvement for a documented review and signature with controls specified.
RL4; Complex work for EA evaluation, often requiring other ES&H disciplines.
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Work 
Control 
Process

Standardize
EHS Risk 

Communication

Maximize 
Competent 

Worker 
Categories

Minimize 
Worker Level  
Documents

RLBMS into 
E&ORM
Once EHS Risk Levels are 
known the worker knows:

• Hazards Present
• Controls Needed
• PPE Necessary
• Sign-Off Expectations
• Documentation Required
• Level of Training Needed
• Medical Surveillance
• Assistance Needed
• Expertise Required
• ES&HHS Team Assistance

Current Process Status
 RLs by Discipline
 Update EHS Manual
 Update EHS Training
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eIWS

Permit 
Tool 
Idea

Permit 
Tool

Work 
Control 

Tool
Develop 
& Test

Permit Non-Routine 
Work Institutionalize

Time

Develop Work Planner 
Qualification

Develop General Worker Safety Quals

Develop Competent Worker Qualifications

Develop Lab-wide Method to Identify, Analyze and Communicate 
Facility Area Hazards

Develop More Consistent Work Scheduling and Release Processes

Train Work Planners

Develop Hazard Risk Levels, Standard Control Language, and 
Pre-Job Brief Talking Points Priority 1

Priority 2

Priority 3

Develop 
and Test

Qualify Competent Workers

Qualify General Safety Workers

Implementation Priority and Timeline

Today
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Q: Why do you spend your free time on this?
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Q: Why do you spend your free time on this?
A: 2.3 million work-related deaths annually
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Q: Why do you spend your free time on this?
A: 2.3 million work-related deaths annually.
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Q: Why do you spend your free time on this?
A: 2.3 million work-related deaths annually.
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What hazards 
do you see?

Is it risky?

How would you 
communicate 
hazards & risk?
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Lawrence Livermore National Laboratory ES&H-2013-131
70

Safety RL3

Industrial RL3
Hygiene

Ergonomics RL4

Environment RL2

Fire RL1
Protection

Project RL3
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Safety RL3

Industrial RL2
Hygiene

Ergonomics RL3

Environment RL2

Fire RL1
Protection

Project RL3
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RL3

RL2

RL3

RL2

RL1

RL3
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What’s in my toolbox today?
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What’s in my toolbox today?
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#aihce#aihce
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